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Plan and deploy identity-based secure access for BYOD and borderless networks
 
Using Cisco Secure Unified Access Architecture and Cisco Identity Services Engine, you can secure and
regain control of borderless networks in a Bring Your Own Device (BYOD) world. This book covers the
complete lifecycle of protecting a modern borderless network using these advanced solutions, from planning
an architecture through deployment, management, and troubleshooting.
 
Cisco ISE for BYOD and Secure Unified Access begins by reviewing the business case for an identity
solution. Next, you’ll walk through identifying users, devices, and security posture; gain a deep
understanding of Cisco’s Secure Unified Access solution; and master powerful techniques for securing
borderless networks, from device isolation to protocol-independent network segmentation.
 
You’ll find in-depth coverage of all relevant technologies and techniques, including 802.1X, profiling,
device onboarding, guest lifecycle management, network admission control, RADIUS, and Security Group
Access.
Drawing on their cutting-edge experience supporting Cisco enterprise customers, the authors present detailed
sample configurations to help you plan your own integrated identity solution. Whether you’re a technical
professional or an IT manager, this guide will help you provide reliable secure access for BYOD, CYOD
(Choose Your Own Device), or any IT model you choose.
 

Review the new security challenges associated with borderless networks, ubiquitous mobility, and●

consumerized IT
Understand the building blocks of an Identity Services Engine (ISE) solution●

Design an ISE-Enabled network, plan/distribute ISE functions, and prepare for rollout●

Build context-aware security policies●

Configure device profiling, endpoint posture assessments, and guest services●

Implement secure guest lifecycle management, from WebAuth to sponsored guest access●

Configure ISE, network access devices, and supplicants, step-by-step●

Walk through a phased deployment that ensures zero downtime●

Apply best practices to avoid the pitfalls of BYOD secure access●

Simplify administration with self-service onboarding and registration●

Deploy Security Group Access, Cisco’s tagging enforcement solution●

Add Layer 2 encryption to secure traffic flows●

Use Network Edge Access Topology to extend secure access beyond the wiring closet●

Monitor, maintain, and troubleshoot ISE and your entire Secure Unified Access system●
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From reader reviews:

Leonard Bartow:

Do you have favorite book? If you have, what is your favorite's book? Reserve is very important thing for us
to know everything in the world. Each publication has different aim or perhaps goal; it means that
publication has different type. Some people feel enjoy to spend their time and energy to read a book. They
can be reading whatever they acquire because their hobby is definitely reading a book. Consider the person
who don't like examining a book? Sometime, individual feel need book whenever they found difficult
problem as well as exercise. Well, probably you'll have this Cisco ISE for BYOD and Secure Unified
Access.

Michelle Jarvis:

This Cisco ISE for BYOD and Secure Unified Access are reliable for you who want to certainly be a
successful person, why. The key reason why of this Cisco ISE for BYOD and Secure Unified Access can be
one of many great books you must have is actually giving you more than just simple looking at food but feed
anyone with information that perhaps will shock your preceding knowledge. This book is handy, you can
bring it just about everywhere and whenever your conditions at e-book and printed people. Beside that this
Cisco ISE for BYOD and Secure Unified Access forcing you to have an enormous of experience like rich
vocabulary, giving you trial run of critical thinking that we know it useful in your day task. So , let's have it
and revel in reading.

Scott Burnett:

The book untitled Cisco ISE for BYOD and Secure Unified Access contain a lot of information on that. The
writer explains the woman idea with easy approach. The language is very straightforward all the people, so
do certainly not worry, you can easy to read the idea. The book was written by famous author. The author
will bring you in the new period of literary works. You can read this book because you can read on your
smart phone, or program, so you can read the book in anywhere and anytime. If you want to buy the e-book,
you can available their official web-site as well as order it. Have a nice examine.

Lindsay Washington:

Many people spending their time by playing outside together with friends, fun activity together with family
or just watching TV all day every day. You can have new activity to invest your whole day by looking at a
book. Ugh, do you consider reading a book will surely hard because you have to use the book everywhere? It
alright you can have the e-book, delivering everywhere you want in your Smartphone. Like Cisco ISE for
BYOD and Secure Unified Access which is getting the e-book version. So , why not try out this book? Let's
observe.
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